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Abstract. In this paper we look at the Gabidulin version of the McEliece
cryptosystem (GPT) and its variants. We propose a new polynomial time
attack, which recovers an alternative private key. Our attack is applicable
to all variants proposed so far and breaks some of them completely.
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1 Introduction

The security of cryptosystems based on error correcting codes is connected to
the hardness of the general decoding problem. In 1991 Gabidulin, Paramonov
and Tretjakov proposed a variant of the McEliece scheme (GPT) [7] using rank
distance codes instead of hamming distance codes. Smaller public-key sizes have
been proposed for GPT than for the original McEliece cryptosystem, as general
decoding algorithms are much slower for the rank metric than for the hamming-
metric.

Gibson developed two structural attacks for the GPT cryptosystem (see e.g.
[4] and []]) and proved the parameter sets proposed in [7] and [4] to be insecure.
A drawback of Gibson’s attacks is, that they have exponential runtime if the
secret key is carefully chosen. There were several attempts to modify the GPT
cryptosystem, in order to avoid structural attacks, but most of these variants
rely on security assumptions very similar to the ones for the original proposal
(see [2] and [IT]).

In this paper we build a new structural attack on the GPT cryptosystem.
Unlike Gibson’s attacks it has polynomial runtime, breaks the original GPT
cryptosystem from [7] completely and is applicable to all GPT variants proposed
so far.

The paper is structured as follows: First we give a short introduction to rank
distance codes. Then we present the GPT cryptosystem and its Niederreiter
variant. Finally we show how to attack the GPT cryptosystem.
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2 Rank Distance Codes

Rank distance codes were presented by Gabidulin in 1985. They are linear codes
over the finite field F,m for ¢ (a power of a) prime and m € N. As their name
says they use the concept of rank distance.

Definition 1. Let x = (21, -+ ,7,) € Fw and by,--- by a basis of Fgm over
Fy. We can write x; = Z;nzl x;5b; for eachi=1,--- ,n with x;; € F,. The rank
norm |||, of x is defined as the rank of the matriz (x:;) € Fyn™.

The rank norm of a vector x € Fy.. is uniquely determined (independent of
the choice of basis) and induces a metric, called rank distance.

Definition 2. An (n,k)-code G over a finite field F is a k-dimensional subvec-
torspace of the vector space ™. We call the code G an (n, k,d) rank distance code
if d = ming yeg |z — yll». The matriz G € F**™ is a generator matriz for the
(n, k) code G over F, if the rows of G span G over F. The matriz H € Fr*("—F)
is called check matriz for the code G if it is the right kernel of G. The code
generated by H' is called dual code of G and denoted by G*.

In [9] Ourivski and Johansson presented an algorithm which solves the general
decoding problem in O ((md;1)3q(d_3)(k+1)/2) operations over Fy for (n,k,d)
rank distance codes over F,m. A special class of rank distance codes are the
Gabidulin codes for which an efficient decoding algorithm exists [4]. We will
define these codes by their generator matrix.

Definition 3. Let k <n <m € N and g € Fy be a vector s.t. the components

gi, = 1,--- ,n are linearly independent over F,. The (n,k,d) Gabidulin code G
s the rank distance code with generator matrix

gl g2 .« .. gn
g g5 98 i
a=|. . € Flxm, (1)
k—1 k—1 k—1
g9 93 g2

An (n, k) Gabidulin code G corrects | "5" | errors and has a minimum dis-
tance of d = n — k + 1. The dual code of an (n,k) Gabidulin code is an
(n,n — k) Gabidulin code (see [4]). The vector g is said to be a generator vec-
tor of the Gabidulin code G (it is not unique). Error correction based on the
right Fuclidean division algorithm takes O (d logg d+ dn) operations over Fym
for (n, k,d) Gabidulin codes [4].

Throughout this paper we will use the following notation. We write G = (G)
if the (n, k)-code G over the field F has the generator matrix G. If the rows of a
(n — k) x n matrix M span G we write G+ = M. We will identify z € F" with
(1, ,xn),z; € Ffori =1,--- n. For any (ordered) subset {ji, - jm} =:
J C{1,---n} we denote the vector (zj,,---,x;,,) € F™ with x;. Similarly, for
a k x n matrix M we denote by M.; the submatrix consisting of the columns
corresponding to the indices of J and write M ;. = ((MT) .J,)T for any (ordered)
subset J’ of {1, -, k}. Block matrices will be given in brackets.



