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Abstract. Current numerical model checkers for stochastic systems can
efficiently analyse stochastic models. However, the fact that they are un-
able to provide debugging information constrains their practical use. In
precursory work we proposed a method to select diagnostic traces, in the
parlance of functional model checking commonly referred to as failure
traces or counterexamples, for probabilistic timed reachability properties
on discrete-time and continuous-time Markov chains. We applied directed
explicit-state search algorithms, like Z*, to determine a diagnostic trace
which carries large amount of probability. In this paper we extend this
approach to determining sets of traces that carry large probability mass,
since properties of stochastic systems are typically not violated by single
traces, but by collections of those. To this end we extend existing heuris-
tics guided search algorithms so that they select sets of traces. The result
is provided in the form of a Markov chain. Such diagnostic Markov chains
are not just essential tools for diagnostics and debugging but, they also
allow the solution of timed reachability probability to be approximated
from below. In particular cases, they also provide real counterexamples
which can be used to show the violation of the given property. Our algo-
rithms have been implemented in the stochastic model checker PRISM.
We illustrate the applicability of our approach using a number of case
studies.

1 Introduction

Motivation. Software debugging is an important task in the design, implemen-
tation and integration of systems. In particular Model Checking techniques have
recently been used extensively to aid the developer in fixing errors. To this end it
is necessary that Model Checkers provide meaningful debugging information. In
Model Checking of functional properties such information can be made available
without additional computational cost. In the case of a safety property violation,
Model Checkers like SPIN [1I] deliver a single linear failure trace from the initial
state to a property violating state that may later be used in locating the cause
of a property violation. In model checking parlance such a failure trace is called
a counterexample to the desired safety property. To obtain short and therefore
easy to comprehend counterexamples, search techniques such as Breadth-First

E. Asarin and P. Bouyer (Eds.): FORMATS 2006, LNCS 4202, pp. 33 2006.
© Springer-Verlag Berlin Heidelberg 2006



34 H. Aljazzar and S. Leue

Search (BFS) or Directed Model Checking (DMC) [2], which relies on heuristics
guided state space search, can be employed.

Performance and dependability models are usually represented as stochastic
models describing how the system changes from state to state as time passes.
In the presence of stochastic models we are not just interested in detecting
functional failure behavior of the system but in the quantitative analysis of its
dependability and performance. We use the terms target state for states which
we are interested in, i.e. states satisfying a given state proposition, and diagnos-
tic traces for traces leading to target states. As in the functional setting, DMC
algorithms can be employed in the Model Checking of safety properties to select
diagnostic traces that are meaningful in the fault localization process. However,
contrary to the functional setting, in the stochastic context we are faced with
two main challenges. First, indicative of the quality of a diagnostic trace is not
its length, but its probability mass. Hence, in order to use heuristics guided
search techniques it is necessary to find a new quality measure based on the
probability mass of traces as well as heuristics functions based on this measure
that steer the search along traces with high probability mass. We first addressed
this problem in [3]. Second, one diagnostic trace is in general not enough to pro-
vide meaningful error information for explaining why some probabilistic safety
property is satisfied or not since all diagnostic traces contribute jointly to the
probability of the property. Thus, the developer needs to consider a reasonably
large set of diagnostic traces in order to debug the model. Obviously, the more
probability this set carries, the more expressive it is. In this paper we address
this challenge using advanced heuristic guided algorithms which make it possible
to incrementally select a set of diagnostic traces with a high probability mass.
This set forms a Markov chain which emulates the original model with respect
to the given property.

In our approach, the set of diagnostic traces is incrementally selected. Its
probability mass gradually grows during the search process with every iteration.
However, it can always be ensured to be a lower bound of the total probability
of the given property. In other words, the total probability of the given property
to be satisfied is approximated from below. In particular cases, our method
can be used to generate a counterexample which shows the violation of the
given property. In this case a set of traces is computed whose probability is not
smaller than the given probability upper bound. In order to repair the model, the
developer has to consider the computed set. That is because, it is not possible
to decrease the total probability to be under the given upper bound without
applying changes to this part of the model.

Related Work and State of the Art. Many heuristic strategies and algorithms
have been introduced to solve problems of, amongst others, graph search and
optimization. In [4], Pearl has given a widespread overview of a set of general-
purpose problem solving strategies, e.g. Best First (BF) and Generalized Best
First (GBF'). Also a variety of specialized directed search algorithms, e.g. A*
and Z*, have been proposed. An approach how to apply heuristics guided di-
rected search algorithms to functional explicit state Model Checking, especially



