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Abstract. In this paper, we study the problem of perfectly reliable
message transmission(PRMT) and perfectly secure message transmis-
sion(PSMT) between a sender S and a receiver R in a synchronous
network, where S and R are connected by n vertex disjoint paths called
wires, each of which facilitates bidirectional communication. We assume
that atmost t of these wires are under the control of adversary. We present
two-phase-bit optimal PRMT protocol considering Byzantine adversary
as well as mixed adversary. We also present a three phase PRMT protocol
which reliably sends a message containing l field elements by overall com-
municating O(l) field elements. This is a significant improvement over
the PRMT protocol proposed in [10] to achieve the same task which takes
log(t) phases. We also present a three-phase-bit-optimal PSMT protocol
which securely sends a message consisting of t field elements by commu-
nicating O(t2) field elements.
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1 Introduction

In the problem of perfectly reliable message transmission (PRMT), a sender S is
connected to R in an unreliable network by n vertex disjoint paths called wires;
S wishes to send a message m chosen from a finite field F reliably to R, in a guar-
anteed manner, inspite of the presence of several kinds of faults in the network.
The problem of perfectly secure message transmission(PSMT) has an additional
constraint that the adversary should get no information about m. The faults in
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the network is modeled by an adversary who controls the actions of nodes in the
network in a variety of ways. There are various network settings, fault models
and computational models in which PRMT and PSMT problem has been stud-
ied extensively [3,2,4,13,12,5,7,11]. The PRMT and PSMT problems are very
important primitives in various reliable and secure distributed protocols.

In this paper, we focus on undirected synchronous networks, where the ad-
versary is an adaptive threshold Byzantine adversary having infinite computing
power. In the past, PRMT and PSMT had been studied extensively in this set-
ting [3,13,15,10,1]. The problem of PRMT and PSMT in this setting was first
posed in [3]. In [3], it is proved that for t Byzantine faults, a two phase or three
phase protocol exists iff there exists atleast 2t + 1 vertex disjoint paths between
S and R. However, the protocols of [3] involve lot of communication overhead.
These protocols were improved significantly in [13]. However, the protocols of
both [3] and [13] consider the problem of sending only one field element re-
liably and securely. So, in order to send a message consisting more than one
field elements, we have to parallely execute these protocols for individual field
elements, which will result in a huge communication overhead. This problem
was first addressed in [15], where the authors attempted to give optimal PRMT
and PSMT protocols to send messages containing more than one field element.
In [15], the authors proved a lower bound of Ω( nl

n−2t ) field elements to be com-
municated to send a message containing l field elements reliably(securely) by
using any two phase PRMT(PSMT) protocol. In view of this lower bound, any
two phase PRMT(PSMT)protocol, which achieves this bound to send a message
containing l field elements, reliably(securely) is called bit optimal two phase
PRMT(PSMT) protocol. In [15], the authors claimed a two phase secure and
reliable protocol to achieve this bound. However, in [1], the protocol of [15] has
been proved to be unreliable. In [1], a two phase optimal PSMT(also PRMT)
protocol has been proposed to send a message of size O(t) securely and reliably
by communicating overall O(t2) field elements. However, the protocol performs
local computation(computation by S and R) which is not polynomial in n. Thus
there doesnot exist any two phase polynomial time bit optimal PRMT protocol.
In this paper, we propose a two phase bit optimal PRMT protocol, which per-
forms local computation which is polynomial in n. We also show how to extend
this protocol to incorporate additional faults of type omission and failstop.

In [10], a log(t) phase protocol has been proposed to reliably send a message
m of sufficiently large length l (l = Ω(nlog2n), by communicating overall O(l)
field elements. In this paper, we significantly improve the above result by propos-
ing a three phase protocol that reliably sends a message of size l(l = Ω(t2)) by
communicating O(l) field elements. Thus we can achieve reliability for free! We
also propose a three phase PSMT protocol, that securely sends a message of
size O(t) by communicating overall O(t2) field elements. Though, the same task
can be done by using the two phase protocol of [1], as mentioned earlier, their
protocol involve huge amount of local computation, which is not polynomial in
n. However, the three phase protocol proposed in this paper involves only poly-
nomial time computation.


