
CRUTIAL: The Blueprint of a Reference

Critical Information Infrastructure Architecture�
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Abstract. In the past few decades, critical infrastructures have become
largely computerised and interconnected all over the world. This gen-
erated the problem of achieving resilience of critical information infras-
tructures against computer-borne attacks and severe faults. Governments
and industry have been pushing an immense research effort in informa-
tion and systems security, but we believe the complexity of the problem
prevents it from being solved using classical security methods.

The paper focuses on the computer systems behind electrical util-
ity infrastructures. It proposes the blueprint of a distributed systems
architecture that we believe may come to be useful as a reference for
modern critical information infrastructures in general. The architecture
is instantiated with a set of classes of techniques and algorithms, based
on paradigms providing resilience to faults and attacks in an automatic
way.

1 Introduction

The largely computerised nature of critical infrastructures on the one hand,
and the pervasive interconnection of systems all over the world, on the other
hand, have generated one of the most fascinating current problems of computer
science and control engineering: how to achieve resilience of critical information
infrastructures.

This problem is concerned with ensuring acceptable levels of service and,
in last resort, the integrity of systems themselves, when faced with threats of
several kinds. In this paper we are concerned with threats against computers and
control computers, not the physical infrastructures themselves. These threats
range from accidental events like natural faults or wrong manoeuvres [15, 23],
to attacks by hackers or terrorists [5, 12, 14, 17, 28]. The problem affects systems
with great socio-economic value, such as utility systems like electrical, gas or
water, or telecommunication systems and computer networks like the Internet.
In consequence, the high degree of interconnection is causing great concern, given
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the level of exposure of very high value systems and components to attacks that
can be perpetrated in an anonymous and remote way.

Although there is an increase in the concern for using security best practices
in these systems [2, 4], we believe that the problem is not completely understood,
and can not be solved with classical methods. Its complexity is mainly due to
the hybrid composition of those infrastructures:

– The operational network, called generically SCADA (Supervisory Control
and Data Acquisition)1, composed of the computer systems that yield the
operational ability to supervise, acquire data from, and control the physical
processes. In fact, to the global computer system, SCADA computer systems
(e.g., controllers) “are” the controlled processes (e.g., power generators),
since by acting on the former, for example, through a network message, one
changes the state of the latter.

– The corporate intranet, where usual departmental services (e.g., web, email,
databases) and clients reside, and also the engineering and technical staff,
who access the SCADA part through ad-hoc interconnections2.

– The Internet, through which intranet users get to other intranets and/or the
outside world, but to which, and often unwittingly, the SCADA network is
sometimes connected to.

Besides the complexity due to this hybrid composition, this mixture has given
an unexpected inter-disciplinary nature to the problem: SCADA systems are
real-time systems, with some reliability and fault tolerance concerns, but they
were classically not designed to be widely distributed or remotely accessed, let
alone open to other more asynchronous and less trusted subsystems. Likewise,
they were not designed with security in mind. In consequence, in scientific terms,
our problem can be formulated as follows:

– The computer-related operation of a critical utility infrastructure is a dis-
tributed systems problem including interconnected SCADA/embedded net-
works, corporate intranets, and Internet/PSTN3 access subsystems.

– This distributed systems problem is hard, since it simultaneously includes
facets of real-time, fault tolerance, and security.

In this paper, we focus on the computer systems behind electrical utility
infrastructures as an example, and we propose: (1) the blueprint of a distributed
systems architecture that we believe may come to be useful as a reference for
modern critical information infrastructures; (2) a set of classes of techniques
and algorithms based on paradigms providing resilience to faults and attacks

1 Or PCS (Process Control System).
2 In some companies there is a (healthy) reluctance against interconnecting SCADA

networks and the corporate network or the Internet. However, in practice this in-
terconnection is a reality in many companies all over the world. We believe this is
indeed the situation in most companies and this is the case we are interested in this
paper.

3 Public Switched Telephone Network.


