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Abstract. Pervasive computing as a concept holds the promise of sim-
plifying daily life by integrating mobile devices and digital infrastructures
into our physical world. These devices in a pervasive environment would
establish dynamic ad-hoc networks to provide ubiquitous services. The
open and dynamic characteristics of pervasive environments necessitate
the requirement for some form of trust assumptions to be made. Trust
in this context not only includes authentication, confidentiality and pri-
vacy but also includes the belief that the devices and smart environment
behave as expected. In this paper, we propose a trust enforced perva-
sive computing environment using the primitives provided by a TPM
(Trusted Platform Module). The application scenario shows how critical
information infrastructure such as services and data can be protected. In
this smart environment, a person carrying a device authenticates to the
environment in order to utilize its services. In this context the device and
the smart environment can also test and check each other’s behaviors to
better perform trust negotiation.

1 Introduction

Pervasive computing as a concept holds the promise of simplifying daily life by
integrating mobile devices and digital infrastructures into our physical world.
It is envisioned that, in pervasive computing environments, devices carried by
people will be able to spontaneously interact with other devices in order to
achieve the user’s communication, computation and entertainment needs. These
devices would be capable of establishing dynamic ad-hoc networks in order to
provide ubiquitous services.
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From a national viewpoint, pervasive computing environment is part of the
critical information infrastructure. As the critical information infrastructure pro-
tection requested [3], both the infrastructure owners and the individual users of
critical infrastructure services expect all services to be constantly available and
trustworthy. However, a pervasive environment is an open and dynamic space.
The devices and the environments in which they operate may or may not know
each other and there may be no pre-configured settings that would aid in the
establishment of trust relationships. Moreover, trust is subjective and change-
able in these environments. So clearly stated security policies and trust models
are needed to convince users (and by extension their devices) and the environ-
ments to trust each other. Here trust not only includes authorisation but also
includes confidentiality, privacy and the belief that a counterpart behaves as
expected.

In this paper, we are concerned with the trust establishment between devices
and pervasive environments. By using TPM-enabled platforms and the primitives
they provide [24], we propose a trust enforced pervasive computing environment.
In this context, a person carrying a (TPM-enabled) device authenticates to an
environment allowing them enter a ‘smart space’ and access its utilities and
services. In this regard, the devices and the environment would be assured of
each other’s behavior is as expected.

The remainder of this paper is organised as follows: Section 2 reviews previous
work in the area of trust management and authorisation. Security mechanisms for
pervasive computing environments are also reviewed. A brief overview of Trusted
Computing technology is given in Section 3. This section also shows how TPM-
enabled platforms can be used for trust management in pervasive computing. In
Section 4, we propose a trust enforced pervasive computing environment using
Trusted Computing technology and briefly discuss the implementation issues of
the proposal. Section 5 covers our conclusions and suggests some future research
directions.

2 Related Work

Pervasive computing is indicative of devices operating in potentially unknown
environments. In this sense there may be no prior trust relationship between
either the devices themselves or between the devices and the environment in
which they operate. On the other hand, trust is seen a prerequisite for the
interaction between devices and environments. So mechanisms and trust models
are needed to convince devices that the services provided by the environment
are both trusted and trustworthy.

Although trust is important, it is a notoriously difficult concept to define.
From a soteriological perspective, trust is what humans use to promote positive
interaction and accept risk when partial information is available. McKnight et
al. held an intensive survey on trust and defined a cohesive set of conceptual and
measurable constructs across several disciplines [18]. They defined trust as the


