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Abstract. The systematic protection of critical information infrastruc-
tures requires an analytical process to identify the critical components
and their interplay, to determine the threats and vulnerabilities, to assess
the risks and to prioritise countermeasures where risk is unacceptable.
This paper presents an integrated framework for model-based symbolic
interpretation, simulation and analysis with a comprehensive approach
focussing on the validation of network security policies. A graph of all
possible attack paths is automatically computed from the model of an
ICT network, of vulnerabilities, exploits and an attacker strategy. Con-
straints on this graph are given by a model of the network security policy.
The impact of changes to security policies can be computed and visu-
alised by finding differences in the attack graphs. A unique feature of the
presented approach is, that abstract representations of these graphs can
be computed that allow comparison of focussed views on the behaviour
of the system. This guides optimal adaptation of the security policy to
the given vulnerability setting.
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1 Introduction

Information and communication technology (ICT) is creating innovative systems
and extending existing infrastructure to such an interconnected complexity that
predicting the effects of small internal changes (e.g. firewall policies) and exter-
nal changes (e.g. the discovery of new vulnerabilities and exploit mechanisms)
becomes a major problem. The security of such a complex networked system
essentially depends on a concise specification of security goals, their correct and
consistent transformation into security policies and an appropriate deployment
and enforcement of these policies. This has to be accompanied by a concept to
adapt the security policies to changing context and environment, usage patterns
and attack situations. To help to understand the complex interrelations of se-
curity policies, ICT infrastructure and vulnerabilities and to validate security
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goals in such a setting, tool based modelling techniques are required that can
efficiently and precisely predict and analyse the behaviour of such complex in-
terrelated systems. These methods should guide a systematic evaluation of a
given network security policy and assist the persons in charge with finally de-
termining exactly what really needs protection and which security policy to
apply.

A typical means by which an attacker or his malware try to break into a
network is, to use combinations of basic exploits to get more information or
more credentials and to capture more hosts step by step. To find out if there
is a combination that enables an attacker to reach critical network resources or
block essential services, it is required to analyse all possible sequences of basic
exploits, so called attack paths. Based on such an analysis, it is now possible to
find out whether a given security policy successfully blocks attack paths and is
robust against changes in the given vulnerability setting.

For this type of security policy analysis, a formal modelling framework is pre-
sented that, on the one hand, represents the information system and the security
policy, and, on the other hand, a model of attacker capabilities and profile. It is
extensible to comprise intrusion detection components and optionally a model
of the system’s countermeasures. Based on such an operational model, a graph
representing all possible attack paths can be automatically computed. It is called
attack graph in the following text. Now security properties can be specified and
verified on this attack graph. If the model is too complex to compute the be-
haviour, then simulation can be used to validate the effectiveness of a security
policy. The impact of changes to security policies can be computed and visualised
by finding differences in the attack graphs. Furthermore, abstract representations
of these graphs can be computed that allow comparison of focussed views on the
behaviour of the system. If there are differences in the detailed attack graphs
but no differences in the abstract representations thereof, this proves that the
different policies are equally effective on the enforcement of security goals on
the abstract level, even if variations in the attack paths are covered by differ-
ent policy rules. The subsequent paper is structured as follows. Section [2] gives
an overview of related work. The modelling approach is described in Sect. [3]
while Sect. [ presents an exemplary analysis of network security policy adap-
tation aspects in a given scenario. Finally, the paper ends with an outlook in
Sect.

2 Related Work

The network vulnerability modelling part of the framework presented in this
paper is adopted from the approach introduced in [I] and is similar in design to
an approach by Phillips and Swiler in [2] and [3]. A major contribution of [I] was
the use of abstraction methods to visualise compact presentations of the graph
and the inclusion of liveness analysis. Related work of Jha, Sheyner, Wing et al.
used attack graphs that are computed and analysed based on model checking
in [4] and [B]. Ammann et al. presented an approach in [6] that is focussed



