Chapter 4
Critical Infrastructures and Critical
Information Infrastructures: By Type

This Chapter seeks to identify issues relevant to each of the common Critical
Infrastructures. Eachinfrastructure is looked at briefly from a general perspective;
then some comments are made about each infrastructure from an international,
national, and then a local and individual perspective. There are many threats
to these infrastructures and so this review may seem pessimistic. However, it
remains a challenge to the society to deliver solutions to problems such as
these.

Geologists tell us that stocks of oil and gas are running out and there are
no more to be found. If the financial markets really take this message to
heart then there will be, in all likelihood, a collapse. The world’s economy
will become destabilized and war will replace trade as the only reliable
way for nations to secure enough food, water, and energy for themselves.
Unless we change our approach to the use of fossil fuels it is also the case
that Global Warming may continue unabated.* A rush for coal has been
predicted.® This is on the basis that there is still much of it about; it is
readily accessible, and not unduly expensive to extract. Nuclear energy
has been the focus of much recent attention for future sustainable energy.*
However, this has well-documented dangers. Alternative energy sources
such a wind, solar, tide, and wave technologies are increasingly viable but
not necessarily, yet, large scale enough to deliver the required amounts of
energy.®
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At an international level the competition for resources is truly breathtaking
in an historical context. Russia has virtually nationalized a joint venture with
Shell in Sakhalin* and effectively turned off gas and oil supplies to various
parts of Europe** in the last two years; both actions would have been the
cause for war a century ago.

China is exercising a diplomatic offensive around the world in a bid to
win resources from the west to meet its own requirements.* This competition
is trampling on nuclear treaties, human rights agreements, humanitarian
developments, and views in ways that have not been seen for decades. This is
an important issue for the OECD.

At a national level in the UK, there has been a shift from self-sufficiency
in energy to dependency. Self-sufficiency was based on energy resources from
the North Sea and Atlantic Ocean. Now dependency is based on, clearly
unreliable, energy resources from Eastern Europe and Siberia. This shift has
not been well planned, nor is the contingency planning (or the resilience)
in place. This is clearly evidenced by the documented gas shortages for UK
industry in the winter of 2005/2006, and the discussions on contingency and
resilience that followed.

At local and individual level the increasing demand for energy in all parts
of the world puts increasing pressure on relatively scarce international and
national resources. The sustainable use of timber, wind, and alternatives to
electricity (such as clockwork, candle/natural light, etc.) are technologies
and skills that have not received the same technological and developmental
input as fossil fuel derived energy sources, with one or two exceptions. Thus
resilience in energy is probably at an all time low.

For four decades, insurance losses have been rising at 10% a year.” If this
continues by around 2060 wealth will be destroyed faster than it can be created.
Global warming will be a significant issue here. The possible extent of losses
caused by extreme natural catastrophes in one of the world’s metropolitan
or industrial centers would be so great as to cause the collapse of the world’s
financial markets.’! At the same time the amount of capital available for
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