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Abstract. An undeniable mobile billing system allows a mobile network
service provider to bill its subscribers with trustworthy evidences. Chen,
Jan and Chen proposed such a billing system by introducing a trusted
third party – Observer and exploiting a hash chain mechanism. In their
system, the Observer provides call time evidence to both cellular carriers
and subscribers for billing. In this paper, we first identify some vulner-
abilities in their mobile billing system. Then, we propose an undeniable
billing scheme based on a proper combination of digital signature and
hash chain mechanism. The proposed scheme can achieve authentication,
non-repudiation, and fairness, which are desirable security requirements
for an undeniable mobile billing system.

1 Introduction

In the traditional GSM billing system, both the billing management and the
billing information are processed by the Mobile Network Service Provider
(MNSP) alone. From the subscribers’ point of view, the above method may be
not a good solution. Therefore, Chen et al. [3] proposed a mobile billing scheme
(CJC scheme, for short) to provide undeniable billing evidences for call services
in GSM. They introduced a TTP – Observer and used hash chain to provide
billing information. The Observer is in charge of authentication and evidence
provision.

In this paper, we first identify some vulnerabilities in the CJC system. Then we
propose a new undeniable billing scheme, which is based on a proper combination
of digital signature and a hash chain mechanism. It is very lightweight and
suitable for the GSM mobile phone users.

The rest of the paper is organized as follows. Section 2 briefly introduces
existing mobile billing systems. Section 3 reviews the CJC scheme and analyzes
its security. Section 4 presents the proposed mobile billing systems which is based
on hash chain technique and digital signatures. Section 5 evaluates the proposed
scheme in aspects of security and efficiency. Section 6 draws a conclusion.
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2 Mobile Billing Systems

To provide undeniable evidences for mobile network services, several schemes
were proposed. The undeniable billing system in mobile communication [6] pro-
posed an efficient solution to undeniable billing when a mobile user roams into
foreign networks. This scheme adopted public key cryptographic algorithm to
provide authentication and non-repudiation evidences, which is complicated for
the current GSM mobile terminals. The Secure Billing for Mobile Information
Services [2,4], provided a secure billing scheme for value-added information ser-
vices using micropayment mechanism. It also requires public key operations for
the mobile terminal which is applicable for UMTS mobile users but not the
current GSM mobile users.

The CJC scheme [3] introduced an Observer as the TTP and used hash chain
mechanism to provide billing information. It is a very efficient for mobile users,
since the MSU is not required to perform any asymmetric cryptographic opera-
tion. However, our analysis shows that the CJC mobile billing system has some
vulnerabilities so that it is not applicable in practice.

Our main purpose in this paper is to propose a new mobile billing scheme such
that it is secure and as efficient as the CJC scheme. That is, we do not require the
user’s MSU do any public key operation (so our work is different from [2,4,6]). On
the other hand, as in [6] we also employ the hash chain technique to determine
the duration of a call service.

3 CJC Scheme and Its Vulnerabilities

3.1 Review of the CJC Scheme

The CJC mobile billing system [3] is illustrated in Fig. 1. As shown in Fig. 1, the
Observer acts as the agent of a subscriber’s MSU and shares a hash chain with
it. To generate the bill evidence for a call, the MSU will first be authenticated by
the MNSP and the Observer. Then the MNSP and the Observer sign the start
time and end time of a valid call. Thus, by exploiting the hash chain technique
and digital signature mechanism, both the MNSP and the subscriber cannot
forge or deny the valid billing records. Note that here the Observer acts as a
TTP and is in charge of providing call evidences to both the mobile subscriber
and the MNSP. For more details about the CJC scheme, please refer to [3].

The authors claimed that their system satisfies the requirements of a fair mo-
bile billing system. However, our analysis below will show that the CJC scheme
cannot provide practicability and non-repudiation as supposed.

3.2 Vulnerabilities in the CJC Scheme

In this part, we show some vulnerabilities in the CJC mobile billing scheme
[3]. Some of them are security flaws, and others are about implementation
weaknesses.

First of all, the CJC scheme is not fair for both the MNSP and the mobile
users. We now show two attacks on the fairness of the CJC scheme.


