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Abstract. Information systems have to be consistent and secure in pres-
ence of multiple conflicting transactions. The role-based access control
model is widely used to keep information systems secure. Here, a role
is a set of access rights, i.e. permissions. A subject is granted a family
of roles, i.e. one or more than one role. A subject s is allowed to issue
a method op to an object o only if an access right (o, op) is included in
the roles granted to the subject s. In the access control models, even
if every access request satisfies the access rules, illegal information flow
might occur as well known confinement problem. In this paper, we define
a legal information flow relation (R1 = R2) among a pair of role families
R1 and R2. This means, no illegal information flow occur if a transaction
Ty with a role family R; is performed prior to another transaction 75
with Ro. In addition, we define which role families are more significant
than others in terms of types of methods and security classes of objects.
Conflicting methods from different transactions are totally ordered in the
significancy of roles of the transactions. We discuss how to synchronize
transactions so as to prevent illegal information flow and how to serialize
conflicting methods from multiple transactions in terms of significancy
and information flow relation of roles families.

1 Introduction

It is critical to discuss how to make information systems more consistent and
secure in presence of various kinds of security attacks and conflicting accesses to
resources. In the basic access control model [2], only a subject s, i.e. user and
program is allowed to issue a method op to an object o like a database system
[13UT6] only if an access right (or permission) (o, 0p) is granted to the subject
s. In an enterprise, each person plays one or more than one role. Here, a role
shows a job function. In the role-based access control models [QTOITHIIT], a role
is specified in a collection of access rights, which shows what subjects playing
the role can do on resources of an enterprise. While the access control models
are widely used in information systems like database systems [I3/16], illegal
information flow among subjects through objects may occur even if each subject
can safely manipulate objects according to the access rights. This is con finement
problem [3I12]. In the lattice-based access control model is discussed [4/14], each
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entity, i.e. subject and object is classified into a security class. Information flow
relation among security classes is defined. Access rules on read, write, and modify
are defined according to the information flow relation.

In this paper, we newly discuss a concurrency control mechanism to synchro-
nize conflicting transactions to achieve two objectives. First, a more significant
method should be performed prior to others from the application point of view.
Next, no illegal information flow should occur. First, we discuss how to pre-
vent illegal information flow in the role-based access control model. A subject
s issues a transaction 7' to manipulate objects. The transaction T is assigned
a subfamily of the roles granted to the subject s. The subfamily of the roles is
referred to as purpose of the subject s to perform T'. First, we define a legal
information flow relation Ry = R among purposes R; and Rp. This means
that there occur no illegal information flow if a transaction 77 with the purpose
Ry is performed prior to another T, with Re. We also discuss which role family
is more significant than another role family based on the significancy of methods
[BU67]. For example, write is more significant than read since the object state
is changed by write and withdraw is more significant than deposit in a bank
application. The types of schedulers to perform a method from a more significant
transaction prior to a less significant one are also discussed. We discuss how to
serialize conflicting read and write methods from multiple transactions so that
illegal information flow is prevented based on the legal information flow relation
of the purposes.

In section 2, we overview the role-based access control models and briefly
discuss what role family is more significant than another. In section 3, we define
the legal information flow relation among roles. In section 4, we discuss the role-
based scheduling and synchronization mechanisms of multiple transactions to
prevent illegal information flow while serializing conflicting transactions.

2 Role-Based Access Control Models

2.1 Roles

In the access control models [2IAITOTATHIT], a system is composed of two
types of entities, subjects and objects. A subject is an entity who issues methods
to objects like user. An object is an entity which performs methods from subjects
like database. Only a subject s granted an access right (or permission) (o, op) is
allowed to issue a method op to an object o.

In the role-based access control models [QUIOITEITT], a role is given as a set of
access rights and shows a job function in an enterprise. Let O be a set {o1, ...,
om } of objects in the system. Each object o; supports methods for manipulating
data (i = 1, ..., m). Let R be a set of roles {rq, ..., r,} in a system. Each role
r; is a collection {a;1, ..., vy, } of access rights. Each access right «;; is a pair
(045, 0pij) of an object 0;; in O and a method op;; for manipulating o0;;. A subject
s is granted one or more than one role. Let SR(s) (C R) be a family of roles
granted to a subject s. A subject s is allowed to issue a method op to an object
o only if an access right (o, 0p) is in the role family SR(s).



