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Abstract. We propose a secure threshold signature scheme without
trusted dealer. Our construction is based on the recently proposed signa-
ture scheme of Waters in EUROCRYPT’05. The new threshold signature
scheme is more efficient than the previous threshold signature schemes
without random oracles. Meanwhile, the signature share generation and
verification algorithms are non-interactive. Furthermore, it is the first
threshold signature scheme based on the computational Diffie-Hellman
(CDH) problem without random oracles.
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1 Introduction

Digital signatures can be produced by a group of players rather then by one
party by using a threshold signature scheme. In contrast to the regular signature
schemes where the signer is a single entity which holds the secret key, in (k, n)-
threshold signature schemes the secret key is shared by a group of k players.
In order to produce a valid signature on a given message m, individual players
produce their partial signatures on that message, and then combine them into a
full signature on m. A distributed signature scheme achieves threshold k, if no
coalition of k − 1 (or less) players can produce a new valid signature, even after
the system has produced many signatures on different messages. A signature
resulting from a threshold signature scheme is the same as if it was produced by
a single signer possessing the full secret signature key. In particular, the validity
of this signature can be verified by anyone who has the corresponding unique
public verification key. In other words, the fact that the signature was produced
in a distributed fashion is transparent to the recipient of the signature.

Threshold cryptography and secret sharing have been given considerable at-
tention since they were proposed. The first threshold secret sharing schemes,
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based on the Lagrange interpolating polynomial and linear project geometry,
were proposed by Shamir [11]. Many efficient digital signature and threshold
signature schemes are proved secure in the random oracle model. However, sev-
eral papers proved that some popular cryptosystems previously proved secure
in the random oracle are actually provably insecure when the random oracle is
instantiated by any real-world hashing functions [2]. Therefore, provably secure
threshold signature scheme in the standard model attracts a great interest.

Related Work. Recently, [13] gave the first threshold signature without ran-
dom oracles. However, the threshold signature scheme requires that the users
generate the signature interactively. Meanwhile, the correctness of these gener-
ated signature shares cannot be verified. Ideally, there is no other interaction
in the threshold signature scheme, namely the players need not talk to each
other during signing. Such threshold systems are called non-interactive. Often
one requires that threshold signature be robust [8], namely if threshold signature
fails, the combiner can identify the signing players that supplied invalid partial
signatures. In [12], a practical threshold signature scheme based on RSA was
proposed, which is non-interactive. However, it required a trusted dealer.

Contributions. In this paper, we propose a new practical threshold signa-
ture scheme without trusted dealer. The threshold signature has the following
properties:

1. It is provably secure without relying on the random oracle model;
2. Signature share generation and verification are completely non-interactive;
3. The scheme is the first threshold signature scheme based on the CDH prob-

lem without random oracles;
4. Signature share generation and verification algorithms are very efficient.

2 Preliminaries

2.1 Security Definitions and Notions

We shows the definition as follows:

Definition 1. A (k, n)-threshold signature scheme consists of algorithms (DKG,
SS, SV, SC, Vrfy). These algorithms are specified as follows:

1. DKG is the distributed key generation algorithm. On input security param-
eter 1λ, k, n it outputs public key pk and secret key sk. Meanwhile, it also
outputs the private value ski and verification key vki of player i such that
the values (sk1, · · · , skn) form a (k, n)-threshold secret sharing of sk. The
public output of the protocol contains the public key pk and verification key
V K = (vk1, · · · , vkn).

2. SS is the signature share generation algorithm run by player i, on input secret
share ski, a message m, it returns σi as the shared signature.

3. SV is the signature share verification, on input public key pk, verification
key vki, a message m, σi, output 1 if it is valid. Otherwise, output 0.


