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Abstract. Face recognition is increasingly deployed as a means to unob-
trusively verify the identity of people. The widespread use of biometrics
raises important privacy concerns, in particular if the biometric match-
ing process is performed at a central or untrusted server, and calls for
the implementation of Privacy-Enhancing Technologies. In this paper
we propose for the first time a strongly privacy-enhanced face recogni-
tion system, which allows to efficiently hide both the biometrics and the
result from the server that performs the matching operation, by using
techniques from secure multiparty computation. We consider a scenario
where one party provides a face image, while another party has access
to a database of facial templates. Our protocol allows to jointly run the
standard Eigenfaces recognition algorithm in such a way that the first
party cannot learn from the execution of the protocol more than ba-
sic parameters of the database, while the second party does not learn
the input image or the result of the recognition process. At the core of
our protocol lies an efficient protocol for securely comparing two Pailler-
encrypted numbers. We show through extensive experiments that the
system can be run efficiently on conventional hardware.

1 Introduction

Biometric techniques have advanced over the past years to a reliable means of
authentication, which are increasingly deployed in various application domains.
In particular, face recognition has been a focus of the research community due to
its unobtrusiveness and ease of use: no special sensors are necessary and readily
available images of good quality can be used for biometric authentication. The
development of new biometric face-recognition systems was mainly driven by
two application scenarios:

— To reduce the risk of counterfeiting, modern electronic passports and iden-
tification cards contain a chip that stores information about the owner, as
well as biometric data in the form of a fingerprint and a photo. While this
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biometric data is not widely used at the moment, it is anticipated that the
digitized photo will allow to automatize identity checks at border crossings or
even perform cross-matching against lists of terrorism suspects (for a recent
Interpol initiative to use face recognition to mass-screen passengers see [5]).

— The increasing deployment of surveillance cameras in public places (e.g. [I§]
estimates that 4.2 million surveillance cameras monitor the public in the
UK) sparked interest in the use of face recognition technologies to automati-
cally match faces of people shown on surveillance images against a database
of known suspects. Despite massive technical problems that render this ap-
plication currently infeasible, automatic biometric face recognition systems
are still high on the agenda of policy makers [25/19].

The ubiquitous use of face biometrics raises important privacy concerns; par-
ticularly problematic are scenarios where a face image is automatically matched
against a database without the explicit consent of a person (for example in the
above-mentioned surveillance scenario), as this allows to trace people against
their will. The widespread use of biometrics calls for a careful policy, specifying
to which party biometric data is revealed, in particular if biometric matching is
performed at a central server or in partly untrusted environments.

In this paper we propose for the first time strong cryptographic Privacy-
Enhancing Technologies for biometric face recognition; the techniques allow to
hide the biometric data as well as the authentication result from the server that
performs the matching. The proposed scheme can thus assure the privacy of
individuals in scenarios where face recognition is beneficial for society but too
privacy intrusive.

In particular, we provide a solution to the following two-party problem. Al-
ice and Bob want to privately execute a standard biometric face recognition
algorithm. Alice owns a face image, whereas Bob owns a database containing
a collection of face images (or corresponding feature vectors) from individuals.
Alice and Bob want to jointly run a face recognition algorithm in order to deter-
mine whether the picture owned by Alice shows a person whose biometric data
is in Bob’s database. While Bob accepts that Alice might learn basic parameters
of the face recognition system (including the size of the database), he consid-
ers the content of his database as private data that he is not willing to reveal.
In contrast, Alice trusts Bob to execute the algorithm correctly, but is neither
willing to share the image nor the detection result with Bob. After termination,
Alice will only learn if a match occurred; alternatively, an ID of the identified
person may be returned.

In a real world scenario Bob might be a police organization, whereas Alice
could be some private organization running an airport or a train station. While
it may be common interest to use face recognition to identify certain people, it
is generally considered too privacy intrusive to use Bob’s central server directly
for identification, as this allows him to create profiles of travelers. Thus, the
two parties may decide for a privacy-friendly version where the detection result
is not available to the central party. As the reputation of both parties is high and



