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Abstract. Hard real-time systems have to satisfy strict timing con-
straints. To prove that these constraints are met, timing analyses aim
to derive safe upper bounds on tasks’ execution times. Processor com-
ponents such as caches, out-of-order pipelines, and speculation cause a
large variation of the execution time of instructions, which may induce
a large variability of a task’s execution time. The architectural platform
also determines the precision and the complexity of timing analysis.

This paper provides an overview of our timing-analysis technique and
in particular the methodological aspects of interest to the verification
community.

1 Introduction

Hard real-time systems have to satisfy strict timing constraints. Traditionally,
measurement has been used to show their satisfaction. However, the use of mod-
ern high-performance processors has created a severe problem. Processor com-
ponents such as caches, out-of-order pipelines, and all kinds of speculation cause
a large variability of the execution times of instructions, which induces a po-
tentially high variability of whole programs’ execution times. For individual in-
structions, the execution time may vary by a factor of 100 and more. The actual
execution time depends on the architectural state in which the instruction is
executed, i.e. the contents of the caches, the occupancy of the pipeline units,
contention on the busses etc.

Different kinds of timing analyses are being used today [1]; measurement-
based/hybrid [2,3,4] and static analysis [5] being the most prominent. Both
methods compute estimates of the worst-case execution times for program frag-
ments like basic blocks. If these estimates are correct, i.e. they are upper bounds
on the worst-case execution time of the program fragment, they can be combined
to obtain an upper bound on the worst-case execution time of the task.
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While using similar methods in the combination of execution times of program
fragments, the two methods take fundamentally different approaches to compute
these estimates:

— Static analyses based on abstract models of the underlying hardware com-
pute invariants about the set of all execution states at each program point
under all possible initial states and inputs and derive upper bounds on the
execution time of program fragments based on these invariants.

— Measurement executes each program fragment with a subset of the possible
initial states and inputs. The maximum of the measured execution times is
in general an underestimation of the worst-case execution time.

If the abstract hardware models are correct, static analysis computes safe upper
bounds on the WCETSs of program fragments and thus also of tasks. However,
creating abstract hardware models is an error-prone and laborious process, es-
pecially if no precise specification of the hardware is available.

The advantage of measurement over static analysis is that it is more easily
portable to new architectures, as it does not rely on such abstract models of the
architecture. On the other hand, soundness of measurement-based approaches is
hard to guarantee. Measurement would trivially be sound if all initial states and
inputs would be covered. Due to their huge number this is usually not feasible.
Instead, only a subset of the initial states and inputs can be considered in the
measurements.

This paper provides an overview of our state-of-the-art timing-analysis ap-
proach. In Section 2, we describe the architecture and the component function-
alities of our framework for static timing analysis.

Section 3 is devoted to several aspects of the memory hierarchy, in partic-
ular caches. Memory-system performance often dominates overall system per-
formance. This makes cache analysis so important for timing analysis. The
most relevant property is predictability [6,7]. This notion—a hot topic of cur-
rent research—is fully clarified for caches [8,9]. A second notion, exemplified
for caches, is the relative competitiveness of different cache architectures. They
allow one to use the cache-analysis results of one cache architecture to pre-
dict cache performance for another one. A third property of cache architectures
is their sensitivity to the initial state. Results show that some frequently used
cache replacement-strategies are highly sensitive. This has severe consequences
for measurement-based approaches to timing analysis. Missing one initial cache
state in a non-exhaustive set of measurements may lead to dramatically wrong
results.

Data-cache analysis would fail for programs allocating data in the heap since
the addresses and therefore the mapping to cache sets would be statically un-
known. We approach this problem in two different ways, firstly, by converting
dynamic to static allocation and using a parametric timing analysis, and sec-
ondly, by allocating in a cache-aware way.

Pipelines are much more complex than caches and therefore more difficult to
model. The analysis of their behavior needs much more effort than cache analysis
since a huge search space has to be explored and no abstract domain with a



