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Abstract. Traditional multicasting techniques give senders and
receivers little control for who can receive or send to the group and
enable end hosts to attack the multicast infrastructure by creating large
amounts of group specific state. Bloom filter based multicast has been
proposed as a solution to scaling multicast to large number of groups.
In this paper, we study the security of multicast built on Bloom filter
based forwarding and propose a technique called BloomCasting, which
enables controlled multicast packet forwarding. Bloomcasting group man-
agement is handled at the source, which gives control over the receivers
to the source. Cryptographically computed edge-pair labels give receivers
control over from whom to receive. We evaluate a series of data plane
attack vectors based on exploiting the false positives in Bloom filters and
show that the security issues can be averted by (i) locally varying the
Bloom filter parameters, (ii) the use of keyed hash functions, and (iii) per
hop bit permutations on the Bloom filter carried in the packet header.

1 Introduction

Recently, a number of routing and forwarding proposals [25/T6l32] are re-thinking
one of the most studied problems in computer networking — scalable multi-
cast [I2023]. The unifying theme of these proposals is to use Bloom filters in
packet headers for compact multicast source routing. This makes it possible for
the multicast architecture to scale to the billions, or even trillions, of groups
required, should the system need to support all one-to-many and many-to-many
communications, such as tele and video conferencing, chats, multiplayer online
games, and content distribution, etc.

While the Bloom filter is a space efficient data structure and amenable to
hardware implementations, it is also prone to false positives. With in-packet
Bloom filter based packet forwarding, a false positive results in a packet be-
ing erroneously multicasted to neighbors not part of the original delivery tree.
Consequently, false positives lead to reduced transport network efficiency due
to unnecessary packet duplications — a fair tradeoff given the potential benefits.
However, false positives have also security implications, especially for network
availability.
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Earlier work [26] has identified three forwarding anomalies (packet storms,
forwarding loops, and flow duplication) and two solutions that provide fault
tolerance for such anomalies, namely, varying the Bloom filter parameters and
performing hop-specific bit permutations. Our contribution is to analyze the
anomaly related problems and solutions from security perspective. It has also
been shown [I3] that Bloom filters can act simultaneously as capabilities, if the
hash values used for the Bloom filter matching are cryptographically secure and
depend on the packet flow.

In this paper, we concentrate on the security issues of Bloom filter based mul-
ticast forwarding plane. We analyze service and network infrastructure availabil-
ity. The contributions of this paper are a characterization and evaluation of the
security problems and solutions related to Bloom filter based forwarding. Other
security issues for multicast, such as key management, policy, long term secrecy,
ephemeral secrecy, forward secrecy, and non-repudiation are out of scope for this
paper.

Additionally, we propose BloomCasting, a source specific multicasting tech-
nique that integrates the provided security solutions together. In BloomCasting,
group membership protocol is carried from the receiver to the source. This pushes
both the costs and the control of the multicast group management to the source.
The Bloom filter used to forward the traffic is gathered hop-by-hop along the
unicast path to the group source.

The rest of the paper is organized as follows. In Section 2] we review the prin-
cipal aspects of Bloom filter based forwarding and scope the problem of secure
multicast for the purposes of this paper. We present BloomCasting, a secure
source-specific multicasting technique in Section [l and in Section M, we describe
the security solutions in more detail. We evaluate our approach In Section [
review the related work in Section B, and conclude the paper in Section [

2 Security Issues in Bloom Filter Based Multicast

As with unicast, securing multicast communications requires considerations in
two orthogonal planes: the data plane (protecting multicast data forwarding)
and the control plane (securing multicast routing protocol messages), although
the problems are more difficult because of the large number of entities involved.
While secure multicast data handling involves the security-related packet treat-
ments (e.g., encryption, group/source authentication and data integrity) along
the network paths between the sender and the receivers, control plane security
aspects involve multicast security policies and group key management i.e., secure
distribution and refreshment of keying material (see e.g. [22JTTI23/1824]). Ulti-
mately, control plane security must be handled individually by each multicast
routing protocol to provide authentication mechanisms that allow only trusted
routers and users to join multicast trees (e.g., PIM-SM [3]).

Our focus in this paper, however, is elsewhere — on the availability of the mul-
ticast infrastructure in an open and general source specific multicast model [9]. A
source specific multicast group is defined by the source and group address taken



